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Abstract

In this note we refer to the security of the Py and TPy families, as
discussed in several papers in recent years. We investigate the published
attacks, and show that no attacks on TPy, TPypy and TPy6 have
ever been published, whose complexities are within the bounds set by
the security claims of these ciphers. Also, only a single attack on Py was
published which may be considered within the scope of the security claims
— as a response to this attack the Py family was tweaked to TPy, TPypy
and TPy6. We conclude that the TPy family of ciphers is highly secure,
and recommend using them in applications that require secure stream
ciphers.

1 Introduction

In this note we investigate the claims of the papers that study the Py and TPy
families [2, 3, 4], and discuss their accuracy.

As stated in the original paper on Py [2], the inventors of Py and TPy
welcome any technique for the cryptanalysis or study of these families. The
inventors of Py and TPy also believe that many of the techniques discussed in
the various papers are interesting and important for the further study of these
families, and point out some possible weaknesses that may be used in the future
to attack these families. As such, we are especially pleased to thank the authors
of [18] who found a weakness of the IV setup of the Py family, and thus allowed
us to improve the ciphers, by a tweak, leading to the TPy family. We also thank
all the authors that put their faith in the design of the Py and TPy families,
and based their ciphers on these families (e.g., [15, 16]).

Though the papers studying the Py and TPy families are interesting on their
own, in many cases the quotes and conclusions are inaccurate. In this note we
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draw attention to the main facts and claims given in various papers regarding
the security of the Py and TPy families, and the meaning of their results. We
do not discuss here the details of the attacks, whether they are accurate or not
in their details, or whether they are correct at all. Following our discussion on
these papers, the reader will be able to assess for himself the validity of the
claims of these attacking papers.

We start with some general cryptographic background that is used later
in the discussion. We then discuss attacks that accept the rules, i.e., whose
requirements and complexities are within the bounds set by the security claims
on the ciphers, and are also within the bounds set by generic attacks that apply
for all ciphers. We then discuss non-attacks (that do not accept the rules).

2 General Cryptographic Background

2.1 The Security Claims on the Py Family

The following security claims are quoted from [2]:

Py is a stream cipher designed for very fast and secure encryption
of extremely long streams. It is intended for use with keys of up
to 256 bits (32 bytes), and initial values (IVs) of up to 128 bits (16
bytes) (but it also allows longer keys of up to 256 bytes, and IV
sizes up to 64 bytes; keys and IVs should be in multiples of a byte,
and at least one byte in length). The streams generated for a given
pair of key and IV is restricted to lengths of up to 264 bytes, which
is long enough for any practical purpose, but does not require the
extra precautions that would be required for still longer streams.
In particular, protection against distinguishing attacks on variants
with longer streams may require additional operations to verify that
the distribution of the values of the 32-bit output words is extremely
close to uniform, and that these words are extremely independent.

The goals of this design is to be extremely fast, as well as very secure.
It was designed to satisfy the following security properties:

1. For keys of up to 256 bits, and key streams of up to 264 bytes,
no attack can find the key, or expand a key stream, with a
complexity less than of exhaustive search.

2. There are no distinguishing attacks that succeed given less than
264 bytes of key stream, with a complexity less than of exhaus-
tive search.

The same claims apply to Pypy, TPy and TPypy. Py6 (and thus also TPy6) is
addressed as follows:



A second variant of Py, called Py6, intended for shorter streams,
is also presented. ...As the indices in this variant are shorter, we
restrict the length of the generated streams to 24°.

2.2 Relations Between Key-Recovery and Distinguishing
Attacks

Kerckhoffs’ principle states that the adversary knows the cipher used to encrypt
the data, while only the key is unknown. An example for a distinguishing
attack on stream ciphers that may recover useful information is given in [1,
Section 2.3], but it is rarely applicable in practice. Therefore, we might arrive
to the conclusion that distinguishing attacks are usually of low importance in
the common cryptographic context.

However, most key-recovery attacks are based on some distinguishers (usu-
ally of fewer rounds, when the cipher is iterating a round function), while the rest
of the rounds are analyzed by a technique that extracts the key. This behavior
is common in block ciphers, hash function, and also in some stream ciphers. In
this context, distinguishing attacks are very important for the design and study
of key-recovery attacks, as they serve as the base for key-recovery attacks, and
at the same time may be used to predict (or bound) the complexity of future
key-recovery attacks.

As any key-recovery attack may also serve to distinguish whether the cipher
is the claimed one or not, the complexity of any key recovery attack must be
greater than or equal to the most efficient distinguishing attack. In other words,
Tprst < Tir < 2% where k is the key size in bits, Tk g is the complexity of the
best key-recovery attack, and Tpysr is the complexity of the best distinguishing
attack.

2.2.1 Time/Memory/Data Tradeoffs

Time/memory/data tradeoffs is one of the kinds of generic key-recovery attacks
that are applicable for any stream cipher. Attacks of this kind give upper bounds
on the complexity of valid key-recovery attacks, and as such on the complexity
of valid distinguishing attacks. Any attack whose complexity is larger than the
ones predicted by a time/memory/data tradeoff attack is not valid in the sense
that it is not better than previously known attacks.

Consider the generic time/memory/data tradeoff attack of [6, 9], whose
tradeoff curve is TM2D? = N2, where T is the on-line time complexity of the
attack, M is the memory size required by the attack, D is the keystream size,
N = 2F and k and v are the key size and IV size, respectively. In the context
of eSTREAM [7], where the suggested key size is 256 bits and the IV size is 128
bits, a (time/memory/data tradeoff) key-recovery attack of the type described
in [6], with data, time and memory complexities of T = M = D = 2% exists
for any stream cipher, with precomputation time P = 223°. Another alternative



that exists for any stream cipher with these parameters has T = D = P = 2192

and M = 2% in which case the cost of the precomputation is not larger than
the complexity of the on-line phase of the attack.

3 Attacks that Accept the Rules

The attacks of [18, 10] show a weakness in the IV setup of the Py family, that
allows the adversary to recover several bytes of a key using about 223 streams
that differ in the IV. Following these attacks, a tweak was made, which corrects
the IV setup. The new ciphers form the TPy family of stream ciphers.

4 Non-Attacks (that do not Accept the Rules)

All the rest of the “attacks” on the Py and TPy families turn out to be dis-
tinguishing attacks. As such, their claims should be compared to the security
claims on distinguishing attacks, i.e., keys up to 256 bits and total size of streams
of 264 bits, as can be easily seen in Section 2.1 (as quoted from [2]), in particular
in item 2: “There are no distinguishing attacks that succeed given less than 254
bytes of key stream, with a complexity less than of exhaustive search’.

1. In [16] a related-key distinguishing attack on TPypy, TPy, Pypy and Py
is developed, whose data complexity is 2!923. Quoting the paper,

Under related keys, we show a distinguishing attack on TPypy
with data complexity 2'923 which is lower than the previous
best known attack on the cipher by a factor of 2%%. It is shown
that the above attack also works on the other members TPy,
Pypy and Py. ...

Such related key pairs are used to build a distinguisher for each
of the aforementioned ciphers with 2'937 output words and com-
parable time (note that, in total, there are 229*® such pairs,
while our distinguisher needs any 2'°37 randomly chosen pairs of
keys). ... However, the attack complexities increase with shorter
keys.

The variants affected by the attack of [16] have 2048-bit keys, and the
attacks require a total of 2'93-7 bytes of streams (or have shorter keys
with a higher number of required stream bytes). The paper continues,

This result constitutes the best attack on the strongest member
of the Py-family of ciphers TPypy; they are also shown to be
effective on the other members TPy, Pypy and Py.



We remind the reader that the security claims on the Py and TPy families
([2], also quoted in this note in Section 2.1) are explicitly limited to keys of
up to 256 bits, and explicitly address the total size of the streams: “There
are no distinguishing attacks that succeed given less than 254 bytes of key
stream, with a complexity less than of exhaustive search”.

. In [15] another distinguishing attack is reported, which requires 22246
data and comparable time against TPy6 and Py6. As these ciphers are
the weaker variants in the family, the size of the allowed data size is only
240 (rather than 2%, see [2] or Section 2.1 of this note). We conclude that
these attacks require a factor of about 2'®° more data than the security
claims cover.

. In [12] a distinguishing attack on Py that requires the first 24 bytes of each
of about 2892 randomly chosen keys/IV pairs is designed. The abstract
of [12] acknowledges that

The Py specification allows a 256-bit key and a keystream of
264 bytes per key/IV.

but ignores the security claims regarding distinguishing attacks, that limit
the total data size to 264, Furthermore, the introduction also states

Therefore, we believe that our results present a theoretical break
of the cipher; see Sect. 9 for an elaborate discussion on this issue.

and Section 9 states

Do Our Distinguishing Attacks on Py Violate the Designers’
Claims? The stream cipher Py is claimed by the designers to
have up to 256-bit security (see Appendix A of [3]). In the
authors’ words, “The security claims are for keys up to 256
bits (32 bytes) and IVs up to 128 bits (16 bytes)”. 256-bit is
also the category of security level under which Py is included
in the ECRYPT project [6]. According to the discussion on the
definition of n-bit security of a perfectly secure stream cipher,
it is clear that this claim is compromised by our attacks.

However, in Sect. 6.1 of [3], the authors claim, “There are no
distinguishing attacks that succeed given less than 26 bytes of
key stream with a complexity less than of exhaustive search.”
It is understood from [2], that those 25* bytes, as mentioned in
the claim, may be generated by many keys rather than a single
key. Under this interpretation, our attacks do not violate this
claim, since our best attack requires 2877 bytes of output.

As a result we conclude that two claims, mentioned above, con-
tradict each other with respect to the attacks mentioned in this



paper. At this point, we leave it to the reader to decide on the
implications of our distinguishers.

In short, the authors agree that they break the rules, but claim that the
designers of Py were too strict in their security claims. At the same time,
they show that the designers of Py knew what they were doing when they
were strict in their security claims.

Certainly, eSTREAM could complain if they would think that the secu-
rity claims are too strict for the rules of the project, but they did not
complain when they accepted Py as a candidate. Moreover, the Call for
Stream Cipher Primitives of eSTREAM [8] does not indicate any major
importance for distinguishing attacks. It addresses distinguishing attacks
as follows:

distinguishing attacks are likely to be of interest to the cryp-
tographic community. However the relative importance of high
complexity distinguishing attacks may become an issue for wider
discussion.

We concur with this assessment concerning distinguishing attacks. There-
fore, our designs protect against all practical types of distinguishing at-
tacks, and our paper clearly addresses the security claims regarding dis-
tinguishing attacks. On top of that, the TPy family of stream ciphers
suggests an excellent tradeoff between speed and security, that would not
be possible if the goal would be to have a perfect solution against attacks
that require almost unlimited sizes of streams, and huge keys of more than
256 bits.

. In [5], the techniques of [12] are improved by a different author to require
only 272 bytes of streams. Yet, the author correctly refers to the security
claims with

Surprisingly, this attack is disallowed by the security goals set
out in [2], which limit the attacker to at most 26 bytes of
keystream total.

It is actually not so surprising, as this kind of attacks were considered
during the design process, when the designers made the decision to output
two words (instead of a single word) in each round, and end up with a
much faster cipher.

. In [11], a distinguishing attack against Py6 that requires 286! data is
described. The authors say

we stress that when such a PRBG turns out to be extremely fast
—such as Py, Py6, IA, ISAAC, NGG, GGHN — an alert message



should better be issued for the designers to recheck that they
are free from the weaknesses described here.

The designers of Py, not only discussed this issue in the original design pa-
per [2], but also fully addressed this issue in their explicit security claims.
Moreover, [11] claims that

Although the cipher Py, a variant of Py6, was successfully at-
tacked [15,5], Py6 has so far remained alive.

Their references to [15,5] are references [12, 5] in our note. We already
discussed their claims above.

6. The paper [13] continues with unsupported quotes

The main achievement of the paper is the detection of input-
output correlations of TPypy that allow us to build a distin-
guisher with 228! randomly chosen key/IVs and as many out-
put words (each key generating one output word). The cipher
TPypy was claimed by the designers to be secure with keysize
up to 256 bytes, i.e., 2048 bits. Our results establish that the
TPypy fails to provide adequate security if the keysize is longer
than 35 bytes, i.e., 280 bits. Note that the distinguisher is built
within the design specifications of the cipher.

We have typeset two of the quoted sentences in italics, where the authors
give unsupported claims, which are not in line with the real security claims
on TPypy (which are limited to 256-bit keys only, rather than to 2048 bits).

Then that paper says

When TPypy is used with key of size longer than 35 bytes (or,
280 bits), our attack is better than the exhaustive key search and
therefore, constitutes an academic break of the cipher. ... These
weaknesses result in the first attacks on TPypy, TPy and TPy6.

and even

Note that if the keysize is more than 35 bytes (or, 280 bits), this
attack can be built within the design specifications.

No further words are needed on our part.
7. In [14] the same authors write again

The designers claimed that TPy would be secure with a key size
up to 256 bytes, i.e., 2048 bits. ...This paper shows how to
build a distinguisher with 227 key/IVs and one output word
per each key (i.e., the distinguisher can be constructed within
the design specifications).



They continue

If the ciphers are used with key size longer than 275 bits then
our attacks are better than exhaustive search. It is also worth
noting that the distinguisher can be built within the design spec-
ifications of the ciphers.

Again, we refer the reader to the real security claims of the Py and TPy
families.

8. In [17] another set of authors design a distinguishing attack on TPypy
that requires 2199 words (i.e., 22°1 bytes) of streams. The authors do not
address any reference to whether this is a valid attack or not, and do not
address the security claims of the attacked cipher.

Note that the attacks of [13, 14, 15, 11] are addressed by Daniel Bernstein [1]
as non-attacks.

In addition, generic time/memory/data tradeoff attacks can recover keys of
256-bit stream ciphers with 128-bit IV’s with complexity 2'°* for any stream
cipher (with precomputation time of 2239) e.g., for all the eSTREAM candi-
dates. Similar attacks with complexity 2192 exist with precomputation time that
is bounded by the complexity of the on-line phase (i.e., the precomputation can
be considered as part of the on-line phase). As any key-recovery attack is also a
distinguishing attack, any stream cipher submitted to eSSTREAM is vulnerable
to distinguishing attacks with these complexities.

5 Summary

The Py family of stream ciphers was removed from consideration in phase 3 of
the eSTREAM project based on various non-attacks and wrong claims, before
the IV setup attack was published.

Following the extensive research on the security of the Py and TPy families
of stream ciphers, and the lack of any attack on the TPy family, we strongly
believe that this family is composed of highly secure ciphers, with an excellent
tradeoff between speed and security. We recommend their use in applications
in which such highly secure stream ciphers are needed.
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